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Available payment options all have trade-offs, f.e.:
Anonymous, but not digital (cash)
Digital, but not privacy preserving (credit cards, bank transfer)

privacy preserving (credit cards, mobile payments)

Convenient, but not cheap (credit cards, mobile payments)

: foreign controlled (foreign payment service providers)
Slioloallly evaielols, b conductive to criminal use (public blockchains)

etc.

Are these the trade-offs we want to make?
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As developers of a payment system and as part of civil society we ask:

How could we pay?

How do we want to pay?

We take a holistic view and try to answer these questions, such that
policy makers can better shape rules for digital payment systems
developers can design and measure such systems
society can better compare and choose payment systems

(This is our WIP report)
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1. How do we want to pay?



What is payment?

Payment is a process to transfer funds from one person to another, often with
intermediaries inbetween.

Payer — (Intermediaries —) Payee

A payment system is often called a payment instrument.
It is not necessarily a store of value.
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On first approximation:

Clearing — Settlement
The process of exchanging payment The final transfer of funds that completes
details between the payer and payee: the payment and makes it irrevocable.

amount
intermediaries (banks + accounts;
credit card numbers, etc.)

Actually more like:
Initialization—Clearing— Authorization—Settlement—Reconciliation—Exception Handling

Note: What characterizes the phases is a failure mode
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We already know: But there is also:
payer vendors
payee creating the HW and SW systems;
intermediaries society and policy makers
(payment service providers) to set the rules.

Each of which have their own interests and appetite for risks and trade-ofts, f.e.
taxability vs. anonymity
monopoly vs. competition
offline vs. double-spending risk
etc.
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What are the options?

Q: How do payment systems actually differ?

A: By various aspects, f.e. account based, online/offline, bandwidth requirements, etc.

Before we can make choices and understand trade-offs,
we need a comprehensive list of all/most relevant aspects.

Q: What makes an aspect relevant?

A: When a payment can fail because of it.
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Technical .
Technical

Does a payment complete, and at what cost in time
and resources?

Failure aspects, f.e.:
no network or power
unsupported device
lost keys or cards
double spending
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A payment can fail in each of its phases, and in more than one way:

Technical

Security & Privacy
What holds when a participant is hostile?

Security &
Privacy Failure aspects, f.e.:

fraud, phishing, stolen credentials
user profiling
data leaks
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Who pays for running it, and is it actually

Security & economical?
Privacy

Failure aspects, f.e.:
no micropayments
fees or operating cost too high

Economic &
Financial chargeback losses
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Technical
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Security & who carries a loss?
Privacy
Failure aspects, f.e.:
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Governance Financial foreign rule changes
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Failure modes

A payment can fail in each of its phases, and in more than one way:

Technical
S ity &
Usability eFurl Y
Privacy
Legal & Economic &
Governance Financial

We have identified ~60 relevant aspects in 5 categories so far.

Rules and designs decide which failures to avoid or accept, and who bears them.

10/ 20



Interacting trade-offs

One aspect can constrain some others, even in other categories,
so requirements can introduce trade-offs, f.e.:

Technical
S ity &
Usability eFurl Y
Privacy
Legal & Economic &
Governance Financial

11/ 20



Interacting trade-offs

One aspect can constrain some others, even in other categories,
so requirements can introduce trade-offs, f.e.:

Technical .
semmes Offline payments
vs. double spending
S ity & . .
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Interacting trade-offs

One aspect can constrain some others, even in other categories,
so requirements can introduce trade-offs, f.e.:

Technical .
e Full anonymity
vs. taxability
S ity & . -1 - .
Usability Pi:::zyy If neither side is known, income cannot be taxed

and laundering cannot be traced.

— anonymity for the payer, transparency for the

payee?

Legal & Economic &
Governance Financial
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Interacting trade-offs

One aspect can constrain some others, even in other categories,
so requirements can introduce trade-offs, f.e.:

Technical
Ease of use
vs. overspending
S ity & : : .
Usability Piicu; Y One-click payments raise conversion, but also
vacy .
impulse purchases and debt.
— some friction is a feature, not a bug.
Legal & Economic &
Governance Financial
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Interacting trade-offs

One aspect can constrain some others, even in other categories,
so requirements can introduce trade-offs, f.e.:

Technical
S ity &
Usability eFurl Y
Privacy
Legal & Economic &
Governance Financial

Note: Making trade-offs means making design choices
We just started to map out all the interactions.
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What's available?

A first, very coarse comparison of payment systems along some of the relevant aspects:

plz'?x}::e tiizlilee Low fees Offline Control
Cash v X v v central bank
Bank transfer X v X domestic banks
PayPal et al. X v X X foreign company
Credit card X v X foreign networks
Monero et al. v X / v X decentralized, FLOSS
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A first, very coarse comparison of payment systems along some of the relevant aspects:

Payer

Payee

private taxable Low fees Offline Control
Cash v X v ? v central bank
Bank transfer X v ? X domestic banks
PayPal et al. X v X ? X foreign company
Credit card X v X ? foreign networks
Monero et al. v X / v ? X decentralized, FLOSS
GNU Taler v v v ? X any operator, FLOSS
Digital Euro v/ v ? ECB

In our WIP estimate there are ~60 relevant aspects/columns.

The question is which value ranges do we accept?

Also: What are actually measured values of all the aspects in existing systems?
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4. How do we want to pay?




What rules do we want? What trade-offs do we want to make?
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What rules do we want? What trade-offs do we want to make?
Difficult to say — We do not have the full picture yet

There exist surveys and studies of preferences of citizens
and adoption of new payment instruments [1], [2], [3], [4], [5], [6].

(Spoiler: Anonymity is high on their whish list; Micro-{effort+payments}, too.)

(Not spoilt for choice: Non-anonymous CBDC’s are still very successful, see Brazil, India)
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No effects
(just competition)

B) Anonymous
21% of donors
require anonymity

\

D) Microeffort
Login loses 25%,
field 5% of users

C) Micropayments
Market not even
captured yet

Anonymous
Micro-{Payment & Effort}

— Macro Effect

(This is not an endorsement)

Combineﬁ Scheme

- anonymous (for buyers)
» micro payments (and still economical)
 micro effort (easy to use, easy to integrate)

Expected Effect size
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Conclusion

“How do we want to pay?” is a complex question

Right question to ask to fully understand trade-offs between payment systems
Holistic view is necessary to make good decisions and sensible requirements
Comprehensive list of relevant aspects and their interactions is still WIP
Available Systems often lack measurements for certain aspects
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