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Intro MIG) raLer

The digital euro:
A CBDC for the Euro zone
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Digital Euro — Timeline

ECB) (Commission) (Parliament) (Council)

o ECON vote expected - trilogues - launch 2029
[ ] Rapporteurs agree: digital euro online and offline
@®  (Council) Council adopts negotiating position

@ (Parliament]  Navarrete tables revised ECON draft report

The digital euro:

(Parliament )
[ ] Development phase launched
(Parliament )

A C B DC fO r th e E uro zone @ (Parliament)  Berger (EPP) tables first ECON draft report
[ ] Preparation phase launched
[ ] Legislative proposal tabled (COM/2023/369)
[ ] Investigation phase launched
o ECB report on a digital euro published
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Agenda NG| .co

We take a closer look
at the “digital euro FAQ" [1] and other publications by the ECB [2],

examine the design of the digital euro in terms of
privacy, technical feasibility, risks, costs and utility,

and discuss the key findings [3].

2 /33



The Digital Euro Design



The Digital Euro Design
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Online Overview
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Online Problems - Holding limits
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Online Problems - Contagion risk through reverse waterfall
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Online Problems - Complexity without benefit
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Online Problems - Only pseudonymity for users
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Online Problems - Central monitoring of all transactions
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Online Problems - Fee cap desincentive
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Online Problems - Mandatory acceptance
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Online Problems

1 ©
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Offline Overview
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NG' TALER

Offline Problems - Dependence on non-EU HW-manufacturers
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Offline Problems - User control of HW leads to double spending NGI -
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CAP Theorem, Hardware Security and Double
Spending




The CAP Theorem for distributed systems NGl rsecx

N
, AP
The CAP Theorem [4] establishes:
No distributed system can be /' partition
- Availability

partition-tolerant, Tolerance

available,

and consistent |

. \CA cP

at the same time. Consistency
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The CAP Theorem for payment systems NGI 2=

P

AP
For payment systems that means:
No payment system can be |

: Working Offline
and |
, \CA No CP

at the same time. double spending
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Double Spending protection via Secure Hardware NGI -u:x

According to the design for the digital euro,
in the user’s device
shall protect against double spending.

Essentially by enforcing consistency via a
protected environment in the (offline) device.
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Purpose of Secure Hardware NG| racr

User centric threat model:

Protect
data of the user
on its own device
from malicious apps

Think: PIN, passwords, ...
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Purpose of Secure Hardware NG| racr

User centric threat model: However, in the context of the digital euro,
the .
Protect Protect
data of the user data of the
on its own device on the device
from malicious apps (and malicous apps)

- Users have monetary incentive
to

Think: PIN, passwords, ... Think: Playstation, DVD, ...
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Hardware Security: History of Attacks
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(Hardware) Security: The Future of Exploitation

Sean Heelan's Blog

SOFTWARE EXPLOITATION AND OPTIMISATION

Al

On the Coming Industrialisation of
Exploit Generation with LLMs

X Follow @seanhn

Recently | ran an experiment where | built agents on top of Opus 4.5
and GPT-5.2 and then challenged them to write exploits for a zeroday
vulnerability in the QuickdS Javascript interpreter. | added a variety of
modern exploit mitigations, various constraints (like assuming an
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Offline Problems - User control of HW leads to double spending NGI -

@ settlement and
ONLINE @ = fraud protection
OFFLINE /./ \‘\
a lI A |l
e PSP psp
cash manual (de)funding 4. defunding 000
1. funding, ' ——
-or- ‘ ) @ KY(lZm Ing attempt, KYB @ private
Q money
connected ] account

private @; disconnected :
O 3 business
account consumer > : @

3, g
hardware consumer

secu re

24 [ 33



Offline Problems - Liability
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Offline Problems - Holding limit not determined
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Offline Problems
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Design Problems
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Summary




Key Findings

Central monitoring of all online euro transactions by the ECB

Offline version is in strong conflict with HW-security,
established CS results and full anonymity

Legal and financial liabilities remain unclear

Incentives for operators unbalanced;
economical impact on merchants not adressed

No tangible benefits for society;
online version duplicates existing systems

Exlusionary design process;
critical design decisions done before public consultation.
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Questions? NGI -.cx

Central monitoring of all online euro transactions by the ECB

Offline version is in strong conflict with HW-security,
established CS results and full anonymity Paper [3]

available at

Legal and financial liabilities remain unclear

Incentives for operators unbalanced;
economical impact on merchants not adressed

No tangible benefits for society;
online version duplicates existing systems

Exlusionary design process;
critical design decisions done before public consultation.
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